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Backup and Restore 
 

 

By Robert Dwyer 
 

 

 

The backup of the information contained within your IT system or systems is probably one of the most 

singularly important issues you will need to address in the management of your IT. All of the money 

spent on the physical assets of your IT infrastructure will, in a short space of time, become relatively 

insignificant compared to the value of the information your organisation will have collated. You need 

to ensure you have complete, up to date and reliable copies of your organisational information and also 

have the ability to access and restore those copies in a very short time span should the need arise. 

 

It should be further emphasised that the restoration of backups is equally important to the backup 

process. The restore process needs to be tested and monitored on an on-going basis. Many 

organisations have to their detriment, discovered at the worst possible moment that the backups they 

have been performing are completely useless due to their inability to be recovered during the restore 

process. This should not be something discovered after the loss of important information but rather 

fully tested prior to the loss of any data.  

 

It should be noted at this point that the recovery of information generally falls into two categories; 

disaster recovery, which is the restoration of a complete system after a catastrophic failure such as the 

loss of a server or a building fire and file recovery, which is the restoration of a single or small number 

of files after they have been either corrupted or inadvertently deleted or modified. This difference 

needs to be defined as in most cases it will influence the manner in which you perform backups and 

you may even find that two different types of backup need to be carried out in order to meet both 

requirements effectively.  

 

In developing a backup strategy, each organisation or site will differ in their backup requirements and 

so the strategy they develop will be unique to their organisation. There are five steps, which need to be 

taken in order to develop a suitable backup strategy. A description of these steps is shown below. 

 

1. Identify what needs to be backed up 
The first step in developing a backup plan is to determine exactly what information needs to be 

backed up. This is probably the most important step and you must ensure all relevant data is 

identified and its location in the system is noted. Remember that the type and location of data 

requiring back up will change over time and so will need to be reviewed periodically. 

 

2. Determine the size of the backup allowing for future growth 

Once the relevant information is identified you need to determine the amount of space that will be 

required in order to back up or make a copy of that information. The outcome of this step will 

directly influence the type of device and backup method you will use and also impact on the 

amount of time taken to perform the physical backup. As part of this process you will also need to 

estimate the rate of growth of your collated information to ensure your backup system will be 

appropriate in the medium term. This can be a difficult step so it is better to over estimate rather 

than under estimate your rate of growth or you may be purchasing a new, larger backup device 

much earlier than you had planned. 

 

3. Choose a suitable backup medium and device 
Using the information obtained in the previous step select a suitable medium and device based on 

the amount of data to be backed up, the speed with which you need the backup to occur and the 

ease of restoration. Information on the type of information devices available is included later in this 

article. 

 

4. Initiate a backup regime 

Devise a method and timetable to carry out the back up process, this should also include a system 

for rotating the back up media. The method used may be automatic, manual or a combination of 

both. The more automatic the process the more reliable it should be. 
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5. Test the restore process 
If not the most important step this is definitely the second most important. Once back ups are 

completed they need to be tested on a regular basis by carrying out a restore. The need for this to 

occur cannot be over-emphasised enough. Without this step you cannot be assured of the reliability 

of the backup process. 

 

In some cases it may be difficult to test the restore process, as it would mean writing over live, 

production information. If this is the case you will need to supply/devise some other method to be 

able to restore the backup to a test area, so that its integrity can be tested. This may mean 

restoration to a test environment or server that is setup specifically for this purpose. 

 

Backup Devices 
 

There are a number of factors to consider when selecting a backup device. These include the amount of 

data required to be backed up, ease of use, portability of the device or media, speed with which the 

device can operate, durability of the media, as well as the cost and life span of media and finally the 

initial cost to purchase the device. 

 

Tape Backup Drives 

Tape backup drives have been the backbone of large backup systems for many years. They have 

generally had a favourable capacity to cost ratio and their speeds are improving all the time. DLT tape 

drives represent the fastest option in the tape drive family although they come at a premium cost. 

Disadvantages of many tape systems include the build up of oxide on the heads, which can affect 

performance and so must be cleaned at regular intervals. This is not a major issue as head cleaning 

tapes are usually regularly available. Tape media ranges in price depending on the type of tape drive, 

again the faster drives tend to have the more expensive media. 

 

One advantage of using tapes is that they readily fit into a rotation regime whereby different tapes can 

be used on different days or months and can be written over as required. Tapes do have a limited 

number of hours usage, which will be specified by the manufacturer however a good rule of thumb is to 

replace them every 12 months. Tapes have good portability and so can easily be moved off-site but 

care should be taken in their storage to avoid excess heat, dust and humidity 

 

Hard Drives 
Hard drive backup has generally been expensive however their capacity to cost ratio has come down 

dramatically in recent years. With hard drives the media and the drive are a combined unit. Their 

overwhelming advantage is speed as well as their ease of use. Portability varies and increased 

portability will mean an associated increase in price. The main thing to remember with hard drive 

backups is that they should be removed physically from the system they are backing up at the end of 

the backup operation. The reason for this is that if they are connected electrically to the system and an 

adverse power event occurs such as a power spike or surge the back up drive may suffer the same fate 

as the system it is connected to. 

 

Optical Drives 
These drives incorporate a number of formats including CD, DVD and Blue-ray. The media of these 

drives are highly portable and inexpensive however attention must given to the environment in which 

they are stored as there is some evidence they can fail after a few years if not kept in anything but ideal 

conditions. You may also find some formats such as CD too small for the amount of data you need to 

backup so the main disadvantage of using these devices as a  backup is if you exceed the size of a 

single disc the whole process becomes manual and cumbersome. Multiple CD Loaders are available 

but these can be expensive. Due to their relatively low capacity, optical drives are more suited to file 

backup and recovery rather than as a complete disaster recovery backup device. 

 

A big advantage of this form of backup is that most computers have either a CD or DVD drive attached 

and so accessing equipment to restore your data is easy to come by. These drives also come in a variety 

of read/write options with some able to be erased and rewritten to, whilst others can only be written to 

one time only.  
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Solid State Drives 
These storage devices include memory sticks, USB flash memory and other devices, which are 

completely solid state. Because they have no moving parts they are highly reliable. The biggest 

advantage by far of these types of devices is their portability and small size. This however is balanced 

by their relatively small storage capacity and higher relative cost. At present these are suited more as a 

personal file backup option than as system backup. 

 

Internet (Online) Backup 
With the increasing speeds available to businesses accessing the Internet via broadband etc, a service 

has emerged for backing up data to remote locations run by third party data storage providers. This 

method provides excellent advantage by firstly meeting the number one rule in a backup strategy of 

storing data offsite and also removing the need to store and manage media. This method also removes 

the overhead of purchasing backup devices, which may become obsolete as your backup storage 

requirements grow. 

 

Sadly not all businesses have access to broadband speed Internet so this will be a showstopper for 

them. There are also issues of privacy and trust with the third party storage provider but this is not 

insurmountable and if you have any major concerns these can usually be managed by encrypting data 

to make it unreadable by outside parties. 

 

Backup Software 
Many backup devices are only as good as the software or system used to operate them. When 

reviewing or implementing your backup strategy remember to include the software that will be used to 

perform the automatic backup. Whilst backups can be done manually in many cases this may be 

inconvenient as they are best done after hours and manual backups are reliant on the presence of a staff 

member who could be sick or on holidays. 

 

Backups should be monitored to ensure they are executing correctly. Most backup software 

applications provide log reports detailing the success of failure of the backup as well as any warnings 

that may occur during the backup process. 

 

Types of Backup 
 

There are a number of types of backup that allow you to better meet your requirements and make your 

backup more efficient. 

 

Full Backup All files and folders selected are backed up to the media. This ensures all files are 

located on a single set of media which speeds restoration if required. A disadvantage 

of this method is the time it takes to back up all required files. 

 

Incremental This type of backup only backs up files that have been changed or are new since the 

last Incremental backup was performed. The first incremental backup backs up all 

files with subsequent backups only backing up new or modified files. The advantage 

of using this method is that the actual time it takes to complete the backup process is 

much quicker as not all files are included and as a result the quantity and size of 

required backup media is reduced. The main disadvantages of using this method is 

that restores can take longer as all incremental backups are required and it is more 

cumbersome to use if you are only looking to restore a single file. 

 

Differential Differential backups back up all files that have changed since a full backup was last 

performed. To fully restore the system you will only need the last full restore and last 

differential back up sets. This method performs the fastest backup and utilises the 

least required space however restoration can take slightly longer than with the other 

methods. 
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Backup Regime 
 

Most backups are performed out of hours often late at night or during the early hours of the morning 

when there is no activity, files are not in use and the loss of performance that may be experienced 

during the backup will not cause any inconvenience. When setting up a backup regime it is important 

to give thought to the rotation of media. This is done for several reasons, which include protection 

against the media failing and to enable files to be accessed in the state they were at a particular date in 

the past. 

 

For example, a typical back up using a tape drive may use five different tapes representing each day of 

the week. From this they may use an additional 12 or 4 tapes to store a monthly or quarterly backup 

respectively. There may then be one tape used for an annual backup. In this way it is possible to go 

back over at least the last year and restore a deleted or incorrectly edited file. This regime may differ 

slightly depending on your needs but represents a good generic way to manage your backup media. As 

mentioned previously tapes should be stored off site and with perhaps the exception of the annual tape, 

would be replaced with new media annually. 

 

Restore 
 

As previously mentioned the restore process is equally important to the backup but is however often 

left untested until it is too late. The testing of your restore process should be done at least several times 

a year if not monthly and should be retested whenever a change is made to your backup system or 

whenever new software applications are installed on your system. This will ensure that all appropriate 

data is captured in the backup process and that any configuration changes have not interfered with the 

backup process. 

 

Additionally the restore process does not simply mean reloading your backed up data, but should 

include step-by-step instructions of how to complete the full restore process. These instructions should 

be tested whenever a restore is carried out and updated as necessary. These instructions would then 

form part of your disaster recovery plan. The last thing you want is to be urgently trying to restore your 

system and come to an ambiguous step that may cause hours of delay if the wrong selection is made. 

 

Disaster Recovery 
 

One of the worst possible scenarios for any business is catastrophic loss and damage from a major 

event such as flood or fire. Whilst bricks and mortar can be rebuilt and insurance can cover the 

replacement of stock and new computer equipment etc, the loss of data and the ability to operate your 

business normally again can be a major issue. 

 

After such an event you need to be aware that you may be personally traumatised and your decision-

making could be clouded. A disaster plan will help you focus your actions and return the business to a 

normal operating condition as soon as possible, returning customers and your profit margins. For this 

reason if you have not already done so you should carry out comprehensive disaster planning. The 

term, disaster recovery plan generally covers IT related issues and would be part of a wider “business 

continuity plan” that covers all aspects of your business. In general a business continuity plan will be 

developed using standard risk management steps of identifying threats and solutions in order to 

manage, minimise or negate those threats.  It would cover issues related to your location, infrastructure 

and personnel and may include actions such as identifying the location and security of important 

electronic and non-electronic documents, identification of core goods and services that need to be 

restored as quickly as possible along with the identification of any assets that are required to do this. 

The plan may also include contact details of all major stakeholders including staff, suppliers, major 

customers and legal and accounting practitioners who you made need to make contact with after any 

major disaster. As part of preparing the plan you will also need to identify possible alternate premises, 

access to telephone/fax as well as access to replacement equipment, business supplies and stock. You 

should also ensure you are properly and adequately insured. 

 

The Disaster Recovery Plan will identify the threats and weaknesses to your IT, identify key 

components in your system and plan how you will be able to source the required infrastructure to 
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enable your IT system to reach at least a minimum level of operation. It will also identify what 

electronic information and core software applications will need to be available to be restored and 

therefore protect the integrity of the system and allow business transactions to proceed normally. For 

this reason the plan will also have links or at least a reference to your normal data backup and restore 

instructions. 

 

Some business with critical IT systems organise hot or cold sites to be available in the advent of a 

major adverse event. A cold site can be set up with required networking, computers and telephone and 

fax within a week. A hot site is generally provided by a commercial operator and is a site already 

configured for computer and network operation with equipment already in place. To activate a hot site 

all that is needed is for the software and backed up data to be installed on the host computers. 

Obviously the cost of utilising such sites would be proportional to the speed with which you can be 

operational again. If you have more than one physical operating location, it may be possible to setup up 

a second location with the necessary infrastructure to act as a backup site that you can move to and be 

operational again in a short space of time. 

 

The Business Continuity Plan and therefore the Disaster Recovery plan which forms part of it, should 

be dusted off each year and reassessed as your business grows and the commercial environment that 

you operate in changes. One way to do this is by using the occurrence of disasters or potential disasters 

that happen around you, as a catalyst to test the plan. For example a wild storm on the news or a bad 

fire in your area could be the trigger for you to test your plan under that scenario. Look at the problems 

these events cause and gauge how your plan would stand up under those conditions. This is basically a 

virtual test of your plan and you may be surprised at some of the issues or events you failed to predict 

when first developing your initial plan. 

 

 

Major Outages 
 

Any major outage to your IT, whilst not a disaster, can still have dramatic impacts on your business. 

Real time systems you may use, such as point of sale or databases that record client or transactional 

data, can cause major inconvenience and loss of productivity if they are out for more than a couple of 

hours. It is very important to plan for these types of outages and have some kind of backup system, 

even if it’s a manual one,  that will at least allow you to limp along until the outage is rectified. 

 

For example if your network is down it may be possible for some users to work offline or have limited 

access to the server as a standalone computer. This would allow some access to information systems 

such as databases. Server outages should also be given planning consideration as to how long it would 

take to get the server up and running again. You may need to setup the software on an alternative 

computer temporarily or you may need to introduce some form of fault tolerance as explained in the 

next section. 

 

An example scenario to consider is that of a busy medical centre. The main application that provides 

most of the functions required by the centre is running on a server in a back office. A full copy of this 

application is also kept on a desktop computer on the front-desk. The server sends a real-time backup 

copy of data to this front desk computer. In the event that the main server or network becomes 

unavailable the desktop computer can be activated to take over the running of the application and 

servicing patient transactions at the front desk. This will be slower but with proper planning may allow 

the business to continue along until the outage is corrected.  

 

The amount of money you spend to protect your business from outages will be in proportion to what 

you would lose if your IT was unavailable. If you don’t have the funds or the requirement, planning for 

outages may be simply planning the manual process to be initiated in the event of a major outage. This 

is still important and your staff need to understand the procedure, even if it is paper based, that will 

need to be brought into operation to cover this period. 

 

Whatever your plan is, the main requirement is that you have a plan. Take the time to think about what 

could possibly go wrong with your system. Get your service provider or independent IT consultant to 

assist you to identify weaknesses and document the steps you will take in order to minimise the 

consequences of any adverse event. Time spent performing this process will be priceless when 

something does go wrong. 
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Fault Tolerance 
 

Fault tolerance is the ability for your system to continue to operate or quickly recovery in the event of 

an outage. It should not be confused with the backup process as it is not a copy of your system data but 

a method of ensuring ongoing availability of your system. Although fault tolerance can pertain to any 

component, which is engineered to provide ongoing operation of your system, in this section we 

examine fault tolerance from a software and data perspective. Fault tolerance of this kind is almost 

exclusively related to hard drives and the way they are configured to store data. RAID technology is 

one of the main methods used to accomplish this function. 

 

The acronym RAID stands for “redundant array of independents disks”. The system is used to group a 

set of hard drives in such a way as to either improve performance and/or provide fault tolerance. There 

are a number of RAID types, which vary depending on the level of fault tolerance, or performance they 

provide. This can be a highly technical topic so we will look at just the main types of RAID systems, 

which are most likely to be found in the SME environment, without going into too much technical 

detail as to how this is actually achieved.  

 

RAID 0 is also called striping. It does not provide any fault tolerance however improves performance 

by spreading data out across multiple disks. It requires at least 2 hard drives to operate and if any one 

drive fails all data will be lost. 

 

RAID 1 is also called mirroring. It requires at least two drives to operate and data is effectively 

mirrored between the multiple disks. This system can withstand the failure of either one of the mirrored 

disk pair. This system does suffer slight performance degradation and does not make efficient use of 

available storage space. 

 

RAID 5 is probably the most commonly used RAID type. It combines improved performance with 

greater fault tolerance. This system stripes data across multiple disks in an array. If one disk fails it can 

be replaced with a new disk and the data can be automatically rebuilt using information contained on 

the other disks. The only issue will be if multiple disks fail at once although this situation would have a 

much lower statistical chance of occurring. This system requires a minimum of three disks to function 

and makes efficient use of its use of storage capacity. 

 

If you are considering RAID technology it is worth remembering that it can be accomplished through 

both hardware and software. Hardware RAID uses disk controllers to deal with the distribution of data 

across disks. This tends to be more expensive but provides greater performance. There are software-

only RAID solutions, which are generally less expensive but can degrade the performance of your 

system. This is due to the overhead experienced by the software controlling the distribution of data 

across the drives at the expense of processing other applications. 
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